[image: image2.png]e[JNIVERSITYof [ENNESSEE

Office of Information Technology

Administrative Applications
and Systems Development
102 Andy Holt Tower
Knoxville, TN 37996-0112
(865) 974-3022

Fax (865) 974-2842





To:

Marianne Breinig, Professor



Chair, Faculty Senate IT Committee
From: 

Joel Reeves   [image: image1.png]



Date: 

January 31, 2007
Subject: 
Faculty Senate Resolution regarding use of Social Security Numbers

The use of the Social Security Number (SSN) to identify individuals in electronic systems has been a common practice since the initiation of such systems. The University took steps as early as the mid-80’s to start minimizing the exposure of SSN information. As a result of the recent exposures of university SSN information and other exposures throughout the world, the University has increased its efforts to protect personally identifiable information. 

Most recently, steps have been taken to minimize the use of SSN as an internal identifier. A group formed by Vice President Sylvia Davis identified 152 occurrences of SSN usage in various administrative areas. Seventy five of these occurrences are a direct result of regulatory or external vendor requirements and will continue in indefinite usage. As of July, 2006 twenty occurrences had been eliminated and work continues on the remaining occurrences.
In another area, students at the University of Tennessee, Knoxville Campus have been allowed to use their SSN as their Student ID Number. In February, 2004, Vice Chancellor Anne Mayhew decided that, going forward, all newly admitted students at UT Knoxville would have an Assigned Student ID Number. Since that time, approximately half of the active students in Knoxville have been assigned and are using an Assigned ID number. In May, 2007, steps will be taken to assign a Student ID Number to those students who still use SSN as their Student ID. 

Challenges that remain include the need to use SSN to synchronize data amongst various UT information systems. Because employees get one number (the IRIS personnel number or PERNR) and students get another number (Assigned Student ID in Knoxville), and other campuses have their own unique identification systems, it is still required for data integrity purposes to use the SSN extensively behind the scenes. Where SSN is required to be distributed among systems, steps have been taken to ensure secure (encrypted) transfer protocols are used, and that other units only have access to the SSN information they need to do business. Where feasible, steps are also being taken to encrypt this information within our existing databases. 
There are a variety of policies in various stages of development that will put some structure around the use of SSN information. The aforementioned task force, chaired by Assistant Vice President Les Mathews, has drafted a policy specifically addressing the allowable use of SSN.  In addition, the following proposed IT policies also are proposed and will mitigate some of your concerns if followed:

· IT-0135 Host/Server Security Policy – Systems with confidential information will require strong passwords (as defined by IT-0125 Strong Password Construction Policy) for access. 

· IT-0145 Secure Desktop and Portable Computing Device Policy – Systems that store confidential information shall require strong passwords and appropriate encryption of the information in question. 

· IT-0150 – End-of-Life Policy – Systems that were used to store confidential information will require sanitization before they are sent to surplus. 

· IT-0160 Backup and Recover Policy - Data transfer shall be via encrypted protocols. 

We fully support the spirit of your resolution, and will continue to back that support up by taking steps to minimize the exposure of SSN’s in our central systems. 

CC: 
Mike Mcneil

Faye Muly


Robert Ridenour
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